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Abstract

As the scope of application of document recognition systems in business processes increases, so
does the number of attacks on these systems. One form of such attacks could involve software for
manipulating a digital image of a document. The development of methods for image manipulation
detection and localization is complicated with the fact that available datasets neither contain images
of documents nor have diversity in capture conditions and document types. Furthermore, these
datasets do not cover the range of possible kinds of manipulations that occur under natural
conditions. In this paper, we introduce MIDV-DM - a publicly available benchmark designed for
the development and testing of methods aimed at detecting and localizing manipulations in identity
document images. It contains images subjected to eight types of manipulations, which we have
conceptually categorized based on our analysis of over 2000 real-world fraud attempts. In total,
MIDV-DM contains 1000 original document images from the public MIDV-2020 dataset and 8000
automatically created manipulated images based on them, along with the ground truth masks and
annotations. The paper also describes the process of obtaining baseline quality based on the IML-
ViT model. The authors believe that MIDV-DM will open new opportunities for researchers to
advance technologies for document image authenticity analysis.
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Introduction

Automatic document recognition has remained relevant for many years. For example, recognition of identity
documents may be required when receiving government and commercial services. However, as the scope of application
of document recognition systems expands, the level of digital fraud also increases. The development and implementation
of technologies for monitoring the authenticity of documents presented by the user will reduce losses from fraudulent
activities.

Modern researchers have proposed a lot of approaches to verifying the authenticity of a document. Among different
approaches are checking for the presence and the right location of the government seal stamps [1] and holograms [2, 3],
the conformance of the fonts to the government standards [4], etc.

However, such approaches based on the analysis of document content cannot reliably detect traces resulting from
digital editing of an image of a real document. Image manipulation detection and localization (IMDL) [5] methods aimed
to identify edited regions from a suspicious image are rapidly developed [6,7]. However, such methods are usually
evaluated on datasets such as CoMoFoD [8], MICC-F220 [9], CASIAv2 [10] that contain natural images. This approach
makes the performance of such methods unpredictable when applied to document images. For example, copy-move
forgery detection in an image of a document could most likely struggle in the multiple presence of the same characters
with the same font at the same scale. Such objects called Similar but Genuine Objects (SGO) in the IMDL field and their
pairs could have the same features as genuine and manipulated ones.

To evaluate copy-move forgery detection algorithms in the presence of SGO the authors of [11] proposed the COpy-
moVe forgERy dAtabase with similar but Genuine objEcts (COVERAGE). However, this dataset contains natural images
again, the forged regions are relatively large (average 23 % of pixels tampered) and the number of the images is relatively
small (100 original-forged image pairs).

The problem of small forgeries (average of only 0.21 %) detection in the presence of many SGO in document images
is studied in [12]. The authors proposed the Copy-Move ID (CMID) dataset that contains copy-move letters within the
document image. Genuine images were acquired using a smartphone and cropped to mostly contain the document.

In [13] authors presented a corpus of corrupted grayscale payslips with forged characters. Three types of forgery were
considered: copy-move, splicing and synthesis.

Being close to document text editing, in [ 14] the authors proposed FMIDV (forged mobile ID video dataset) based on
photos, scans and templates from MIDV-2020 [15]. This dataset contained forged IDs with respect to guilloche patterns.
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The authors considered such a scenario as a way to mask original data when fraudulent data being shorter than the
original one.

In our work, we have analyzed over 2000 real-world fraud attacks of document recognition system based on their
experts' descriptions. The expert descriptions were provided by partners specializing in document analysis and anti-fraud,
who regularly investigate incidents in production-grade document recognition systems. Based on the analysis results, we
came to the conclusion that manipulations with document text data do not exhaust all possible threats. For example,
document image editing could imply manipulations with a holder's photo (see Fig. 3) or with the document itself (see
Fig. 4 or Fig. 5). In addition, one of the most common attacks on the recognition system, due to its simplicity, is the use
of images taken from the Internet. Usually, such images do not contain additional manipulation with their content, but
could contain watermarks (see Fig. 8 or Fig. 9), different graphic elements (see Fig. 10) or holder's data masking (see
Fig. 7). In total, we identified eight types of manipulations with a real document image, which is more than the number
of types typically considered in existing datasets that have been created to develop IMDL methods on document images.

Therefore, in this paper we present MIDV-DM — a public dataset of genuine images and automatically created manipulated
images based on them and subjected to eight types of manipulations, along with the ground truth masks and annotations. To
estimate how challenging images MIDV-DM contains, we evaluate state-of-the-art IML-ViT model [16] on them.

The dataset is available for download at fip./smartengines.com/midv-dm/.

1. Types of manipulations

Let us call the base image a genuine image that is manipulated, and the donor image an image used to modify the base
one. As a result of the analysis, we identified the following types of manipulations that occur in natural conditions:

1. Copy-move manipulation of characters (copy_move). A region of a character from the base image is copied and

inserted in another region of the base image. Thus, the base image contains the copied and inserted regions (see Fig. 1).

2. Splicing of text fields (splicing symbol). A region of text field from the donor image is inserted in the

corresponding region of the base image (see Fig. 2).

3. Splicing of photo region (splicing_photo). A region of a photo or a face from the donor image is inserted in the

corresponding region of the base image (see Fig. 3).

4.  Splicing of the entire document (splicing document). A region of the entire document from the donor image is

inserted in the corresponding region of the base image (see Fig. 4).

5. Gluing (gluing). The base image and the donor one are merged along a horizontal or vertical line (see Fig. 5).

6.  Overlaying printed text (text_overlay). Some text is overlaid on the base image using one of the digital fonts (see

Fig. 6). Usually, before such a manipulation, there is masking of information in the region where the text is going to

be overlaid.

7. Masking of information (information_masking). The region of the base image is masked using irreversible

transformations (see Fig. 7).

8. Overlaying foreign objects (foreign_object). Objects not related to the document or the scene are overlaid on the

base image The objects could vary in their degree of transparency (see Fig. 8), in the presence of periodicity (see

Fig. 9), by class, for example, an object can be text, an emblem, or vector graphics elements (see Fig. 10), etc.

In parentheses, we identified the types of manipulations which were used by us to separate the images with
manipulation types during the creation of MIDV-DM.

In the next section we will describe the process of creating images that have been manipulated in the ways listed.

2. Creation of the MIDV-DM Dataset

To create MIDV-DM, we used the photo section of the public MIDV-2020 dataset [15] as the base images. This
section contains 100 photographs of various documents of the following 10 types:

1. ID Card of Albania (alb_id);

Passport of Azerbaijan (aze_ passport);

ID Card of Spain (esp_id);

ID Card of Estonia (est_id);

ID Card of Finland (fin_id);

Passport of Greece (grc_passport);

Passport of Latvia (lva_passport);

Internal passport of Russia (rus_internalpassport);

9.  Passport of Serbia (srb_passport);

10. ID Card of Slovakia (svk_id);

Each document contains generated realistic text fields and faces. The photographs of the documents themselves were
taken under varying lighting conditions, background textures, and projective distortions. Note that all these images were
not subjected to any software manipulation. In parentheses, the document type identifiers are indicated, which correspond
to the original identifiers from MIDV-2020 [15] and were used by us to separate the images by document types during
the creation of MIDV-DM.
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To perform manipulations of all types, except for two scenarios of overlaying foreign objects (more details in the
corresponding section below), we used annotations from MIDV-2020 to first geometrically normalize the document
image in such a way that the coordinates of its fields corresponded to the markup of its template from the templates section
of the MIDV-2020 dataset. To perform manipulations with personal data, information about the position of requisites on
the document was taken from the template markup. Additionally, during the creation of each manipulated image, a binary
mask was created, where the pixels defining the modified pixels were non-zero.

After performing the specified manipulation, the modified document image was transformed back into the original
coordinates. The manipulation mask underwent a similar transformation.

The final manipulated image for all types, except for gluing (see Fig. 5) and overlaying foreign objects (see Fig. 10),
was obtained by blending the modified image with the original one, where the values from the processed binary
manipulation mask were used as the blending coefficients. The processing of the mask involved ensuring that pixels with
a value of zero remained unchanged, while pixels with non-zero values were assigned values from the range [0, 1],
decreasing as they moved from the interior of the manipulated regions toward their boundaries. To achieve this, the mask
was sequentially subjected to erosion and Gaussian blurring, followed by setting the values to zero in pixels that were
zero in the original mask.

When creating manipulations involving two images, a random photograph of a document with the same type as the
document in the base image was used as the donor image.

Next, the details of creating specific manipulations will be described in detail.

2.1. Copy-move manipulation of characters

To obtain a rectangle defining the region of an individual character, we sequentially applied binarization and
connected component analysis. Next, we selected a random pair of characters with similar sizes from the found
components. The rectangular region of the second character was scaled to match the dimensions of the rectangular region
of'the first character. Then, linear color correction was performed, after which the minimum and maximum values of each
channel in the scaled region became equal to the corresponding values in the first region. The color-corrected scaled
region was inserted in place of the first region.

Examples of this type of manipulation are shown in Fig. 1.
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Fig. 1. Examples of copy-move of symbols from MIDV-DM: (a)-(d) — genuine images, (e)-(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

2.2 Splicing of text fields, photo regions, and the entire document

To create splicing-type manipulations, we selected pairs of corresponding regions from the base and donor images.
For document splicing, these were always document regions; for splicing in the photo region, the regions were either
photos or faces; and for splicing text fields, pairs of corresponding text requisites were used. The region selected from the
donor image was inserted into the region selected from the base image, with color correction as described in Section 2.1.

Examples of this type of manipulation are shown in Fig. 2 for individual fields, Fig. 3 for photos, and Fig. 4 for the
entire document.

2.3. Gluing

In the cases of fraud we analyzed, the merging of images was performed along a horizontal or vertical line, with
background mismatches being unnoticeable since the document images were cropped. In our case, the background
occupies a significant portion of the image, making it impossible to merge entire images without losing plausibility.
Moreover, unlike real fraud cases, the documents in our images are not geometrically normalized, which complicates
merging along horizontal and vertical lines, as this could lead to intersections with dynamic fields and cause significant
mismatches. Instead, we implemented merging only within the document area, along a line that is vertical or horizontal
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in the document's coordinates but not in the image's coordinates. The merging line was randomly selected along one side
of a random dynamic field with a small offset.
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Fig. 2. Examples of text fields splicing from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation
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Fig. 3. Examples of photo splicing from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation
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Fig. 4. Examples of document splicing from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

Examples of this type of manipulation are shown in Fig. 5.

2.4. Overlaying printed text

For the manipulation of overlaying printed text, we either randomly selected a single text field or processed all text
fields. During the processing of text fields, we first masked them using one of the methods described in Section 2.5.

To create the overlaid text image, we used the ImageMagick?7 utility and one randomly selected font from ten fonts
distributed under the SIL Open Font License 1.1. The resulting text image was then scaled to the size of the processed
text field and overlaid onto it using the ImageMagick7 composite command.

Examples of this type of manipulation for a single field are shown in Figs. 6a and b, and for all fields — in Figs. 6¢ and d.
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Fig. 5. Examples of gluing from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)-(1) — correspondlng masks indicating the area of manipulation
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Fig. 6. Examples of text overlay from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

2.5 Masking of information

To implement this type of manipulation, we randomly selected a field on the document or the document itself. Then,
we modified the contents of the selected area using one of the following methods:

. Gaussian blur or mean blur;

. Reduction of resolution;

o Dilation;

e  Random pixel shuffling, as shown in Fig. 7a;

e  Filling with a random color or the average color within the masked area, as shown in Fig. 7b;

¢  Filling with the first pixel row or column, as shown in Fig. 7c;

¢  Filling with fragments from the boundary of the region, as shown in Fig. 7d.

Fig. 7. Examples of masking from MIDV-DM: (a)—(d) — genuine images, (e)—(h) — corresponding forged images,
(i)—(1) — corresponding masks indicating the area of manipulation
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2.6. Overlaying foreign objects

To simulate this type of manipulation, we used two types of objects: text labels and vector graphic elements. For text
images, a list of expressions typical for watermarks was compiled. Text images were generated using various colors,
slants, and ten fonts under the SIL Open Font License 1.1. The overlay of text images was performed according to three
scenarios: a single overlay on the document image without transparency (see examples in Figs. 8a and b), a single overlay
in one of five document positions (corners and center) with varying transparency (see examples in Figs. 8c and d), and a
periodic overlay with random transparency (see examples in Fig. 9). The document image was geometrically normalized
only in the first scenario (text overlay without transparency), while the text in one of the five positions and the periodic
text were overlaid on the original image.

g EESTI VABA:

AR

e) h)
Fig. 8. Examples of foreign individual text overlaying from MIDV-DM: (e)—(h) — forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

o) IV /) : -
Fig. 9. Examples of foreign periodic text overlaying from MIDV-DM: (e)—(h) — forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

The overlay of vector graphic elements included three visualization options, which were randomly selected:
outlining fields (see examples in Figs. 10a and b) , pointing with an arrow (see example in Fig. 10c), and underlining (see
example in Fig. 10d) in various orientations. The number of elements, their width, and color (blue, green, or red) were
determined randomly.

W

Fig. 10. Examples of vector graphic elements overlaying from MIDV-DM: (e)—(h) — forged images,
(i)—(1) — corresponding masks indicating the area of manipulation

3. Dataset structure

The root folder of the dataset contains three main directories: images, masks, and annotations. The images directory
contains nine subdirectories, where the nested directory authentic contains the original images from MIDV-2020, while
the other eight directories are named according to the manipulation type described in Section 1 and contain images from
authentic that have undergone the corresponding manipulation. Each of the nine directories contains 10 subdirectories,
whose names match the document type identifiers from MIDV-2020 and include 100 images of various documents of the
corresponding type. The image names match the names of the base images.

The masks and annotations directories have a similar structure and contain binary masks defining the manipulation
area and annotations in JSON format. The annotations include information about the base image, the type of manipulation
performed on the base image, and, if the manipulation involves a donor image, information about the donor image.
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4. Benchmark

The IMDL task involves detecting the fact of manipulation and accurately localizing the areas on the images that were
modified during the manipulation. This task includes two main aspects:

Detection. Determining whether the image has been manipulated. This is a binary classification at the image level.

Localization. Precisely identifying the areas on the image that have been altered. This is a binary classification at the
pixel level.

Thus, the output of an algorithm solving the IMDL task is a binary response for the image and a binary image with
the same dimensions as the input image, indicating the modified pixels. To evaluate the performance of such an algorithm
on MIDV-DM, we will use the quality metrics False Positive Rate (FPR), Recall, Precision, and F1-score.

FP TP
FPR = FP-I——TNRecaH = TP+—FN
. TP Precision - Recall
Precision = TP + FP fl=2- Precision + Recall

In the context of these metrics, we will consider that images and pixels subjected to manipulation belong to the positive
class.

To assess how state-of-the-art IMDL methods perform on the proposed dataset, we obtained quality metrics for the
IML-ViT model [16] on MIDV-DM. Additionally, to evaluate the gap between IMDL methods in the domain of document
images compared to the domain of natural images, we compared the F1-score values in the localization task obtained on
MIDV-DM and the classic IMDL dataset CASIAv1. The IML-ViT model was chosen because, based on the experimental
results from [5], it achieves the highest average F1-score in the localization task under the Protocol-CAT evaluation
protocol among other known models in the IMDL field.

To reproduce it, we wused the official repository from [16] and the checkpoint named iml-
vit_checkpoint_trufor 20231104. IML-VIiT takes an image with dimensions 1024 X 1024 X 3, and its output is an image
with dimensions 1024 x 1024 X 1, with values ranging from 0 to 1. To meet the input requirements, we first padded all
images from MIDV-DM with zeros to make their linear dimensions multiples of 1024 and then split them into non-
overlapping patches of size 1024 X 1024. Since the IML-ViT model does not provide a direct output for the detection task,
we consider an image as detected as manipulated if at least one pixel is detected as manipulated in the localization result.
We investigated the model's performance using the pre-suggested binarization threshold of 0.5 (under fully blind conditions)
and with a threshold tuned on MIDV-DM. The best threshold for F1-score in the localization task was found to be 0.961.

—— TPR (Recall)
—— Precision
— FPR

—— Fl-score

1.01

0.8

Metric Values
o
>

o
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0.2 1

0.0 1

Ojl) 0.‘2 0.‘4 O‘.G O‘.S 1‘.0
Threshold
Fig. 11. Values of the IML-ViT model quality metrics at the Pixel-Level, depending on the threshold
The results of IML-ViT are presented in Tables 1, 2. The results for the CASIAv1 dataset [10] are taken from [5].

Tab. 1. Results of IML-ViT (Image-Level)

Method FPR Recall Precision F1-score
CASIAvI [10] — — — —
MIDV-DM (thr = 0.5) 1.0 1.0 0.889 0.941
MIDV-DM (thr = 0.961) | 0.987 0.991 0.889 0.937
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Tab. 2. Results of IML-ViT (Pixel-Level)

Method FPR Recall Precision F1-score
CASIAvI [10] — — — 0.795
MIDV-DM (thr = 0.5) 0.056 0.447 0.184 0.261
MIDV-DM (thr =0.961) | 0.012 0.302 0.409 0.347

As can be seen from Tab. 1, 2, IML-ViT achieves an F1-score of 0.261 in the localization task on MIDV-DM with a
fixed threshold and 0.347 with a tuned threshold, which falls significantly short of the best metric values. In the detection
task, almost all images were classified as manipulated, with an FPR of 0.987 and a Recall of 0.991 when using the tuned
threshold. Additionally, IML-ViT performs worse on MIDV-DM compared to CASIAvl, where the Fl-score in the
localization task is 0.795. We see this as potential for the development of IMDL methods in the domain of document
images. We expect that future approaches will gradually achieve performance comparable to IMDL methods on natural
image datasets. MIDV-DM may be extended with new types of manipulations as they appear in real-world scenarios.

Conclusion

In this work, we propose a new benchmark, MIDV-DM, which includes a dataset of 1000 identity document images
not subjected to any software manipulation and 8000 images subjected to one of eight different types of manipulations.
In addition to manipulations with areas containing the textual requisites of the document holder, MIDV-DM includes
manipulations with areas containing the signature, the holder's photo, an arbitrary part of the document, or the entire
document. Additionally, MIDV-DM contains document images reflecting interventions typical of images taken from the
Internet: the presence of watermarks and vector graphics elements, as well as the masking of part of the information. The
work also presents the quality metrics of the state-of-the-art IML-ViT model on the proposed dataset. These results
demonstrate the potential for advancing image manipulation detection and localization methods in the context of
document images. The proposed dataset will be useful for advancing research in the field of document image authenticity
verification.
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