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Annomauus

[TpoBenen ananu3 creraHorpaduueckoil CTOWKOCTH AJITOPUTMOB BCTpaMBaHHs «IIU(PPOBBIX BOJs-
HBIX 3HAKOBY», UCIIOJIB3YIOIINX KOHTPOJIb BU3YyaJbHOTO KayecTBa M300pakeHus. Pazpaboranbl Mo-
JTU(UIPOBAHHBIE AITOPUTMbI CTATUCTUYECKOTO CTEroaHalln3a Juis ClyuyaeB OMHAPHBIX U MOJIYTO-
HOBBIX M300pakeHui. [IpoBeneHo ucciaenoBanue 3GHEKTUBHOCTH pa3padOTaHHBIX aITOPUTMOB.

Beeoenue

AJNTOpUTM BHEIPEHUS «IU(PPOBBIX BOISHBIX 3HAKOB
(manee 11B3)» B OvHApHBIE W TIOIyTOHOBBIE N300PaXKEHIS,
HCTIONB3YIONMI KOHTPOJb BU3YaJbHOTO KadecTBa H30-
OpaKkeHU-KOHTEHHepa, KaK YCOBEPIICHCTBOBAHHBIN Ba-
puanT anroputMoB DHST (Data Hiding Self-Toggling) [1]
u DHSPT (Data Hiding by Smart Pair-Toggling) [2] 6611
BIIEPBBIC MpeiockeH B [3]. OCHOBHOM IIENBI0 Pa3pabOTKU
ITOPUTMA SIBISIACH MAUHIMU3ALUS BH3YaTbHBIX HCKaXe-
HUI n300paykeHUs-KOHTeHHepa npy BetpanBannu LIB3.

Lenbro naHHOM paOOTHI SABISACTCS aHAIN3 CTOUKOCTH
anroput™ma BcrpamBanus L[B3 amtopos [3], [4], [5],
pa3paboTKa alropuTMa CTaTUCTHYECKOTO CTETOaHAIN3a
JUIs U300pa)KEeHUH TAaHHOTO BHJA M UCCIIEIOBAHUE €ro
s hexTuBHOCTH.

B uwacTtHOCTH, TOKa3aHO, YTO KJAacc ajJTrOPHUTMOB
BcTpauBanus 1[B3, ucnone3yromux KOHTPOJIb BU3yallb-
HOT'O KayecTBa, HE MOXET OBbITh NMPU3HAH HA/EKHBIM C
TOYKH 3pEHUS CTEraHOrpauuecKoil CTOMKOCTH.

1. Memoowt éneopenus I[B3

CreraHorpauueckuM BCTpPaUBaHUEM Ha3bIBACTCS
IpoLecc BCTpauBaHUSI MH(OpMANWU B IIPOM3BOJILHBIH
€CTECTBEHHBII KOHTeWHep (HampuMep, n300pakeHue),
pu KOTOpOM caM (paKkT HaJM4Yusi BCTPOSHHOH HH(Op-
MAIIiH He MOXKET OBITH OOHAPYKEH.

ITox cTOWKOCTBIO CTEraHOrpa)uIeCcKOro aropuTMa
B JaHHOM CJIy4ac IMOHHUMAETCS €ro CIOCOOHOCTh CKPBI-
BaTh (PaKT mepenavun cooOIIeHMIA, a Tak)Ke CITOCOOHOCTh
MPOTUBOCTOSITH IMOMBITKAM HAPYIIUTENS pPa3pyLIATh
WJIN MCKA3UTh COOOIIEHHE.

1.1. Memoo sneopenus IIB3 6 bunaproe uzobpasicerue
C KOHMPOJIeM 8U3YVANbHO20 KAYeCmEd

JanHbBIT MeTox sBisieTcss MOAU(DUKAIMECH alrOpHT-
mMoB DHST (Data hiding by single toggling) u
DPST(Data hiding by pair toggling), npemiokxeHHBIX B
[1], [2]. MeTon opueHTHpOBaH, MPEXKIE BCETO, HAa CO-
XpaHEHHE BU3yaIbHOIO Ka4eCTBa N300pakeHUs P ycC-
JIOBUM MEHBIINX, YE€M B YINOMSHYTBIX METOJax, 00be-
MOB BCTpanBacMon HH(OPMALHH.

PaCCManHBathIﬁ METOA OCHOBAH Ha KOAWPOBAHUUN
BCTpanBaeMoOi HHPOPMALIUU KOJTUISCTBOM TEMHBIX HIIH
CBETJIBIX IHKCEJIOB B OJ0Ke (PUKCHMPOBAHHOrO pazMepa.
B nmaHHOM cityyae MCHOJB3YETCsl KOJUPOBAHHUE OJHOTO
Oura BcTpamBaeMod uHQopManuK OWUTOM YETHOCTH
6sroka 3 x 3 muKcena.

[penmnonoxuM, 4To UMeeTcss OMHApHOE H300paxe-
Hus pasmepa M x N nukcenoB. Paznenum ero Ha MHO-

JKECTBO HETIEpPECeKaromMXcs OJIOKOB B;, KaXIpIi pas-
mepa 3x3, toe 1<i<(MxN)/(3x3). B kaxkmplii u3
3THX OJIOKOB OyneT BHeapeH Out uupopmarmu s;. IBy-
MEpHBII reHepaTop ICeBAOCTYYaHbIX TOYEK BHIOUpAET
650K JuIs BHenpeHus. Pemenue o HE0OXOIMMOCTH HU3-
MEHEHHs OuTa B JaHHOM OJIOKE IIPUHUMAETCS Ha OCHO-
Be (OPMYIIBI KKOHTPOJIS YETHOCTH:

9
0 si:ij(m0d2)
H= o
1 s;#) p;(mod2)
! , (1)

rae p; — 3HaueHHe QYHKUMM JPKOCTH NHKCENa B pac-

cMarpuBaeMoM O1oke B;.

Ecmu BHenmpsieMblii OUT COOTBETCTBYET OUTY YETHO-
cti H manHOro OJI0Ka, TO CUMTACTCs, YTO OMT MHGOP-
Maluyu yxe BHeApeH. MHaue HeoOXO0AMMO MHBEPTHPO-
BaTh OJIMH TUKceN B O0ke. BriOop mukcena-kaHauaaTa
Juis BHeApeHus Outa LIB3 ocHoBaH Ha mpeobiiaiaroiiem
uBere B OJIOKeE.

uepHbLil, ecau N <4,
Llsemxanoudama = § beawitl, ecau Ng =7, )

awbotl, ecau 4 < Np <7,

rie Np — KOJTHYecTBO DEeMHBIX MUKCENIOB B BEIOPAHHOM
OJ0Ke.

[Ipennonoxum, 4To CyliecTByeT L KaHIUAATOB B
6510Ke, U3 KOTOPBIX HY)KHO BBIOpaTh oauH. Ha okpecr-
HOCTh KaXKJIOTO KaHIHIaTa HAJIO0XXHM MAaTpHIy Beca
Pa3MEpHOCTBI0 5x5, ¢ MOMOILBIO KOTOPOH 4ero pac-
CUUTAEM «BEC» Ka)KIOr0 KaHIMaTa.

Onpenenenne. Hanbomnee moaxoasmyM KaHIUIATOM
OyzeM Ha3pIBaTh NMHUKCEI-KAHIWIAT C HAHOOJBIINM Be-
coMm (Tak HazpiBaemasi CS-cxema).

[Ipennonoxum, 4T0 KaHAUIAT UMEET KOOPIUHATHI
(m,n). Toroa Bec r pacCUUTHIBACTCS CICAYIOIIAM 00-
pa3oM:

2 2
r(mn)= > > [w(,j)x I, G D],
i=—21=-2
0, ecau O(m,n)=0(m+i,n+j),
1, ecau O(m,n)=0(m+in+J),’

I,,m(i,J')—{

rue
O(m,n) — 3HaueHNe YHKUUHU SPKOCTH MUKCENA MCXO-
HOTO N300payKeHHS ¢ KOOPIUHATAMH (11,71);
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Bec r(m,n) sBiseTcss Mepoi, XapaKTepH3YIOIICH
B3aMMOCBSI3b KaHAUJaTa U €ro COCEJHUX MUKcenoB. Ec-
JIM HaWJIEHO HECKOJIbKO KaHJIUAATOB C OJMHAKOBBIM Be-
coM, BEIOMpaeTcs 0ol u3 HuX. B pe3ynprare BeTpau-
BaHUS 3HAYCHUC KAHIWIATa C HAHOOJBIIMM BECOM H3-
MEHSETCS Ha TIPOTHUBOMONIOKHOE. Takum oOpa3om, oTuH
6ok comepxut oguH out LIB3.

Puc. 2. Moouguyuposannoe uzobpasicenue

Ha pmc. 1 mpexncraBieH yBeNMWYeHHBIH (DparMeHT
opuTrHHAIBEHOTO M300pakeHus. Ha puc. 2 mpencraBieH
(¢parMeHT TOro ke caMoro HM300pa)XKeHHWs IOCIe BHe-
npenwst [IB3 o6bemom 40 GuT.

JlaHHBIIA METOJ KOAWPOBAHUS SIBISETCS HanOolee
IIUPOKO PaCIpOCTpaHEeHHBIM ISl BcTpauBaHus [[B3 B
OunapHble u3o0paxenus. Ha ero ocHoBe paspaboran
psan MOAMMUIMPOBAHHBIX AITOPUTMOB, OIKMCAHHBIX B
(11, [4], [6], [7].

1.2. Memoo snedpenus I[B3
6 NOLYMOHOBbIE U300paAdCeH U

Merton npeuiokeH B [5] U OCHOBaH Ha MpeacTaBe-
HUH TIOJTyTOHOBOTO M300pa’keHHsI B BHJIE COBOKYITHOCTH
OMTOBBIX «CIOEBY», KAXKABIM M3 KOTOPHIX MPEICTABISAET
n3obpaxkenne ¢ riayomHoi nsera 1 6ut. Takum obOpa-
30M, JAHHBIH AITOPUTM MPHMEHSETCA [UIS OJHOTO WIIN
HECKOJIbKUX BBIOpaHHBIX «CIIOeB». BbriOpaHHBIN OWTO-
BBII CJIOH M300paKEeHUSI-KOHTCHHEPAa MOIUPHUIIAPYETCS
B COOTBETCTBUM C MPCACTABJICHHBIM BbIIIC METOAOM.
PesynbraTtom BcrpamBanust 1[B3 siBisiercs m3oOpae-
HUE TOW ke TITyOUHEI IIBETa, YTO M UCXOIHOE.

146

2. Memoowvl cmamucmuueckozo cmezoanaiusd

B pazaene 2.1 paccMoTpeH 0a30BbIH aJTrOpUTM CTa-
THUCTUYECKOTO CTErOaHaln3a MOJHOIBETHBIX N300paxe-
HUMH, npennoxeHHsd B [8]. B pa3zmenax 2.2 u 2.3 mpen-
CTaBJICHBI OMHMCAHHUA aBTOPCKHX PE3YJIbTaTOB, SIBIISIO-
muxcst Moxudukanuelr 06a30BOro  anropuT™a I
cirydasi OMHAPHBIX M MOy TOHOBBIX N300paykeHHH.

2.1. Memoo cmamucmuyecko20 cme2oanaiusa,
OCHOBAHHbIU HA CMAMUCIMUKE «KNAD 3HAYCHULY

PaccMoTpuM MeToa cTeroaHangn3a Ha OCHOBE aHAJH-
3a CTaTUCTUKHU «Map 3HaueHWi». J[aHHBIA MeToA, Kak
NoKazaHo B [8], MoxeT ObITh 3(PEKTUBHO UCIIOIH30BAH
JUTS CTeroaHaiii3a HanboJiee pacpoOCTPAaHEHHOTO METO-
Jla BCTpaWBaHWs B «HANMEHBIINN 3HAYAIIUN OHT»
(LSB), korga Muaamuii OWUT IIBETOBOH KOMITOHEHTBI
KaXX/IOTO TIFKCeTla KOHTetHepa-n300pakeHus 3aMeHSICT-
¢s1 OMTOM CKPBIBAEMOTO COOOIIEeHNsI. MeTOo ] OCHOBaH Ha
MMONCKE 3aKOHOMEPHOCTH B BEPOSATHOCTIX MOSBICHUS
3HAYCHUH SIPKOCTH B €CTECTBEHHBIX H300PAXECHUAX U
n3obpaxxkeHusix co BcrpoeHHbiM [[B3. Ilpu 3amene
MJIaamero 6[/ITa HBeTOBOﬁ KOMIIOHCHTBI O4Y€pCIAHOI0
MUKCeNIa M300paKEHUS] HA OYepeIHON OUT mpeaBapu-
TENBHO 3amdpoBanHoro wim cxaroro 1[B3, sHaueHne
SIPKOCTH THKCETa MOTUPHUIMPOBAHHOTO H300paKEHUSI
00 paBHO 3HAYCHHIO SIPKOCTH THKCEJIa KOHTEWHepa,
00 M3MEHAETCS Ha CIUHHILy C BEPOSITHOCTHIO ~1/2.
Jlns mowcka cieoB BCTpaWBaHUs OBLT MPEIIOKEH Me-
TOJ aHAIN3a 3aKOHOMEPHOCTEH B YAaCTOTaX ITOSBICHUS
«COCEJIHHMX» 3HAaYeHUU spKocTU. Takue nmapsl 3HAaUCHUI
(«Pair of Values») pasnmuuaroTcsi TOJIBKO 3HAYCHHUEM
HauMeHee 3Hadamero outa (manee LSB, H3bB). 3naue-
HHUE SIPKOCTH, JABOMYHOE IMPEICTABICHHE KOTOPOIO 3a-
KaH4MBaeTcsl HyJeBbIM OuToM |, HazoBeM «ieBbiM» (L),
a CoCeIHee C HMM 3HAa4YCHHUE SPKOCTH, JABOUYHOE IIPEI-
CTaBIICHHE KOTOPOTO 3aKAHYMBACTCSA CIAMHUYHBIM OU-
ToM — «1paBeiM» (R). IIycTh 1iBeTOBas TaMMa UCXOTHO-
ro KOHTeHHepa BKIrodaeT 8 1BeToB. ClieoBaTENBHO,
npu BcTpamBaHuu coobmerns B H3b nBeToBoit komrro-
HEHTHI MHAKCEIOB HEOOXOIMMO HCCIIEeOBAaTh CTATHCTH-
YeCKHe XapaKTePHCTUKU B 4 mapax HOMepoB IBeTa. Ha
puc. 3 cieBa mokazaHa OJHA M3 TUIHYHBIX THCTOTPaMM
BEPOSATHOCTEW MOSIBICHUS «JIEBBIX)» U «IIPaBBIX» HOMe-
POB IIBETa B €CTECTBEHHBIX KOHTelHepax. CrpaBa moka-
3aHa TUCTOrPaAMMa BEPOSITHOCTCH TMOSBJICHUS «JICBBIX)
U «IPaBbIX» 3HAYCHUH SPKOCTH B U300paKCHUH, TIOITY-
4yeHHOM npu BcTpauBanuu 1IB3. Ha nuarpamme xopo-
IO BUJHO, YTO BEPOSITHOCTU TOSBJICHUS JIEBBIX U TIpa-
BEIX HOMEPOB I[BETa B €CTECTBEHHBIX KOHTECHHEpaX, Cy-
IIECTBEHHO Pa3IMYaroTCs MEXIy co0oi BO BCEX IMapax,
a B u300pakeHnn co BcTpoeHHBIM 1[B3 31TH BeposTHO-
CTH PaBHBL. JTO SIBIISICTCS SIBHBIM IPU3HAKOM HATHYHS
CKpbIBaeMo# nH(popmanuu. 3aMeTHM, 4TO CpellHee 3Ha-
YEHHE BEPOSTHOCTCH I KaKIOH mapbl B MOAM(HIIK-
POBaHHOM H300PAKCHUU HE M3MEHUIIOCH 110 CPABHEHUIO
C HCXOJHBIM KOHTCHHEPOM (TOKa3aHO HA PHC. 3 MyHK-
TUPHOI! THHUEIT).

[pu 3amemnieHny OUTaMU BHEAPSEMOTO COOOIICHHUS
MJIAIIAX OWTOB SPKOCTHON KOMIIOHCHTHI ITHKCEIIOB
KOHTEWHEepa-u300paKEHUS TPOSIBISIOTCS aHAIOTUYHEIC
CTaTHCTHYECKUE PA3ITAUHS.
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Puc. 3. FucmoepaMMd yacmom noAeaeHUs
J1e6blX U NPABbIX HOMEPOs yeema,
cneea — 0o ecmpausanus [{B3, cnpasa — nocie

CreneHp pa3iuyus MEXOYy BEpOSTHOCTHBIMH pac-
MpeaeTeHISIMI 3JIEMEHTOB €CTECTBEHHBIX KOHTEHHEPOB
1 n300pakeHnid ¢ BCTpoeHHBIM [[B3 MokeT OBITh WC-
MOJIb30BaHA JIJISl OIIEHKH BeposATHOCTH Hanmuuws [[B3 B
n3o0pakeHnu. J[aHHYIO BEpPOSTHOCTH YIOOHO ompene-
JATh C HWCHOJB30BAHUEM KPHUTEPHS COTJIACHS ;(2
[8], [9]. CornacHo KpUTEPHUIO ONPEAEINSIETCS, HACKOIBKO
pacmpeneieHue  UCCIEAyeMOH  IMOCIeIOBAaTEIEHOCTH
OsM3KO K XapakTepHOMY Juis u3oopaxenuii ¢ 1[B3 pac-
npeneneHuo. B uccnenyemMol  1ociieoBaTeabHOCTH
MOJICYUTBIBACTCS, CKOJIBKO Pa3 #; €€ 3JIEMEHT X; Mpu-
HsJI pacCMaTpyuBacMbI€ 3HAUCHUA, TTPU OGHLCM KOJIM4Ye-
CTBE AJIEMEHTOB k . Hampumep, B rucTorpamme JIEBBIX U
MPaBbIX HOMEPOB I[BETA B JICBOW YacTH pHC. 3 HOMEp

usera 000 mosiBuIIcs 2 pasa (no* =2), anomep 001 — 5

x
pa3 (m; =5). Ilpu BcTpauBaHMU OuYEepEeIHBIX OUTOB

ckpbiBaeMoro coobuienuss B H3B a3toii maper HOMep
uBera 000 1ODKEH MOSBISATHCSA B CPEJHEM 7, Pas3, TIC

ng :(no* +n1*)/2.

Tak kak o0LIee YUCIIO 7 MOSBICHUS BCEX 3JIEMECHTOB
HCCIIEyeMOH II0CIe0BaTeIbHOCTH H3BECTHO, JIETKO
HOZCYUTATD OXKUIAEMYIO BEPOSTHOCTD IOSIBJICHHS THX
JNeMeHTOB B m3o0paxkenuun ¢ I[[B3 mo mnpaBu-
ny: p; =n; / n . COOTBETCTBEHHO, AJIsl HCCIIETyEMOH MO-

* *
CJIEZIOBATEJILHOCTH BEPOSTHOCTH PaBHBL p;, =n; /n.

Benuunna ;(2 , IUIL CPABHUBAEMOTO PACIPEACICHUS
HCCIIeyeMOil  IOCHEeI0BATEIbHOCTH ¥ 0XKHAaEMOTO
pacnpenenenus n3obpaxenus ¢ [[B3, paBua

\Y 2
2 <o (nj —np;)
=l
i1 NP
v=k-m,
TJIE V — YHCIIO CTENEHEH CBOOOIBI,
m — YKCII0 HE3aBUCUMBIX yCJIOBHIA, HAJIO)KEHHBIX Ha Be-
*
POSITHOCTS p; .
2.2. Moouguyuposanubulil aneopumm

CMamucmu4ecko20 Cme20ananus3d
0J151 NOJIYMOHOBLIX U300pAdICEHULL

CornacHo pabotam [8, 9], onucaHHBII METOA CTa-
THUCTUYECKOTO aHall3a IOJHOIBETHBIX H300paXKeHUi
HE MOJKET OBITh C IOCTAaTOYHOI CcTeneHbio 3P PEKTHBHO-
CTH MPUMEHEH Ul aHajn3a OMHAPHBIX H300paXKeHHH,
TaK KaK OCHOBAaH HA CTATHCTHYECKOM aHajM3e «map

3HA4YEHUI» ISl BEJMYHMHBI PKOCTH KOHKPETHBIX TOYEK
n3o0pakeHus. B ciydae ¢ OMHApHBIMU U300pKEHUAMHE
CYIIECTBYET BCErO J[Ba 3HAYCHUS SIPKOCTH MHUKCEJA, YTO
acjact OHI/IC&HHI)Iﬁ CTAaTUCTUYECKUN aHaJIu3 Ha OCHOBE

KpuTepHs cormacus x> HedpdexTHBHEIM. IToKaxeM,

YTO METOJI MOXET OBITh MOAM(DHUIMPOBAH U IS CITydast
OMHApHBIX N300paKeHNUH.

Puc.4. Uzobpasxcenue 1 knacca

Puc. 5. Hz00pascenue 2 knacca

Tak KaKk IpH HCIIOIF30BaHUN OIMCAHHOTO aJITOPHUT-

Ma BcTpauBaHus 1|B3 m3MeHeHHUs BHOCSTCS HE B KOH-

KPETHBIN THKCENT N300pakeHUs, a B BBIOPAHHBIN 1O OTI-

peleieHHOMY 3aKOHY IMKCEeNl M3 3aJaHHOro Oyoka

3x3, TO MOXXHO CUUTATh, YTO JAAHHBIN QJITOPUTM U3MeE-

HSIET KOJIMYECTBO OJIOKOB C 3aHaHHBIM Np B H300pake-

Hun. OnpenennM XapakTep paclpeneseHus JaHHOW Be-

JUYHUHBI (KOJTMYECTBO OJIOKOB) ISl OPUTHHAIBHBIX U30-

OpakeHWH 1 U1 U300paykeHMi co BCTpoeHHBIM [[B3.

Janee OyzneM paccMaTrpuBaTh J1Ba KJIAcCa TECTOBBIX

N300paKeHHH:

1. HenocpencrBeHHO OMHApHBIE H300paKEHHSI.

2. buHapHBIe M300paXXCHUS, MOIYYCHHBIC U3 TOIYTO-
HOBBIX IIYTEM BBIJCICHUS «MJIAIIIETO» OHTOBOTO
CII051.

OnpenenuM xapakTep pacIpelesieHusT KOJIHMIecTBa

OIIOKOB ¢ 3amaHHBIM Ny UTI OPUTHHAIBHBIX H300paske-
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HUHM M3 KaKIO0ro Kjacca M Ul TeX K& M300paKEeHHUi ¢
1IB3, BctpoernbM B 100% 6510K0B M300paskeHHS.

Ha puc. 6-9 npuBeneHs! pacnpeneneHus, moayyeH-
HBIE JKCIEPUMEHTAIBHBIM IyTEM Uil M300pa)keHuil 1
kiacca (puc. 6,7) u 2 knacca (puc. 7, 8), 10 u mocie
BcTpauBanus [[B3.

W3 mpoBeieHHBIX BBIYMCIUTENBHBIX SKCIIEPUMEHTOB
CJIE/IyET, YTO JUISl OPUTHHAJIBHBIX M300pakKeHHH Kiacca
2 pacmpenerneHue SBISeTCs OMM3KIM K OMHOMHAIIEHOMY
pactpenenenuto ¢ p=0,5, mpu ycmoBuH, YTO OJOKH
Np=0 u Np=9 He yuuthBaroTcsi. B TO e Bpems, pac-
npejeneHre Uil MOAWGHIMPOBAHHBIX H300paXKeHU
KJ1acca 2 He SBISETCS TaKOBBIM.

Hemoouguyuposannvie uzoopasicenus kiacc 1

§ 3000

S 2500 W 300p.1
‘\g 2000 @ H306p.2
Q W 300p.3
§ 1500 ] o H3z00p.4
z 1000 ] | @ M306p.5
§ 5 03 ] ‘I'I JT 0 M306p.6

0123456789
memHblX nuKcenos 6 oinoxe (NB)

Puc. 6. Pacnpedenenue senuyunvt N
0n151 uzobpaicenull kiacca 1, opueunanshvle u300pasicenus

Moouguyuposannwvie uzobpadicenus kiacc 1

§ 2500
S} @ Hz06p.2
§ 1500 Hi— B M306p.3
§ 1000 Wi—ll— I 0O Uz06p.4
> @ H306p.5
3
S 500 gl O Uz00p.6
< 0 1| -II T Dl T
01 2 3 4 5 6 7 8 9
memHblX nuKcenos 6 oinoxe (NB)
Puc. 7. Pacnpedenenue genuyunst Ng
0 uzobpadicenuti kiacca 1 co ecmpoennvim [[B3

Hemoougpuyuposanuvie uzoopasicenus knacc 2
©
S 2500
3 @ H306p.2
§ 1500 W 1300p.3
S 1000 0O Uzo6p.4
3 @ A300p.5
§ 500 O U300p.6
<0 ll|ﬂm» L.

0123456789
memmwvlx nukcenos 6 bnoke (NB)

Puc. 8. Pacnpedenenue senuyunvt Ny
0714 u300padiceHutll Kiacca 2, opusunanbuvie U300paxcenus

CrnenoBaTenbHO, CTATHCTUYECKUI aHANH3 IS KIlac-
ca 2 (To ecTh (paKTHYECKH IS TOJYTOHOBBIX H300pa-
KEHHI) MOJKHO CBECTH K IPOBEPKE paclpeneneHus 3a-
JlaHHOW BennuuHbl Np. B ciydae, ecnu pacnpeneneHue
HE SIBJIACTCSI OMHOMHANIBHBIM ¢ p=0,5, ¢ OnpeaeacHHOM
JIOCTOBEPHOCTHIO MOXKHO TOBOPUTH O TOM, YTO HM300pa-
JKeHHEe COJIePKUT BCTpoeHHHBIH [[B3.

OCHOBBIBasICH Ha TUIOTE3¢ O OMHOMHAIBLHOM pac-
MPEICICHIH BEJIMYMHBI Np JUIS OPUTHHAIBHBIX H300pa-
JKEHUI, OMUIIEM aJITrOPUTM CTaTUCTHYECKOIO CTEroaHa-
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JM3a IS TIOYTOHOBBIX M300paXKEHUH CIIEIyIOnM 00-
pazom.

Mooughuyuposarnnsie uzobpasicenus knacc 2

§ 2500

S) - W M300p.1
g 2000 | Hs00p.2
8 1500 B M300p.3
§ 1000 v O Uz06p.4
g 500 @ As00p.5
S 0O H306p.6
2, oL

01 23456789
memmwlx nukcenog 6 bnoxke (NB)
Puc. 9. Pacnpedenenue senuyunvt N
011 uzobpadicenuti kiacca 2 co ecmpoennvim L[B3

Ilar 1. PaccmoTpeTs pacnpeneneHue BeIUYUHbl Ny
(KOJIMYECTBO TEMHBIX IIMKCEJIOB B OJIOKE), HE YUUTHIBAs
3HaueHusI Nz=0 u Nz=9.

lar 2. Micnons30BaTh KPUTEPHUHA COTIIACHS ;(2 npu

3aJJaHHOM 0 JUI1 CPaBHEHUsS IIONy9EHHOH BBIOOPKH M
BBIOOPKH, CTEHEPUPOBAHHON 10 GMHOMHAIILHOMY 3aKO-
Hy pactpenenerus ¢ p=0,5.

ar 3. Ha ocHOBaHMM MPOBEPKH KPUTEPHUS CIAEIAThH
BbIBOJI O HaJIMYUKU HJIA OTCYTCTBHU B H306pa)KeHI/II/I
BcTpoeHHoro [[B3.

Jns uzobpakenuit kinacca 1 (OuHapHbIe H300pake-
HUS) XapaKTep paclpeleicHUus BEINIHHBI Np HEU3BEC-
TEH U B CIly4ac OPUTHHAIBLHOTO H300paKEHUS, U B CIIy-
gae m300paxeHuss co BcTpoeHHbIM [IB3. OnwmcaHHBIH
BEIIIIE METOJl aHajJH3a HE MOXET OBITh MPUMEHEH I
9TOTO KJIacca N300pakeHui 0€3 COOTBETCTBYIOMINX MO-
AU

2.3. Moouguyuposanbulil areopumm
CIMAamucCmu4ecKo20 Cme20anaIus3a
01 OunapHbLX U300padIceHull

W3 onucanus anroputMa BeTpauBanus 1[B3 u3sect-
HO, 4TO HamuOosee MOIXOMAIINM KaHAMIATOM JIs BHe-
IpeHuss Oura WHPOPMALUU SBISICTCS IUKCEN OJIOKa
3x 3¢ HamOOJBIIUM «BecOM». [l HaXOXKIACHHUS Beca
HCIOJIb3YETCSl MacKka 5x5 nukcenoB ¢ marpurein W,
SIBIISIFOIIASACS YTIPOIICHHBIM BapHaHTOM «OOBEKTHBHOMN
MepbI BU3YAIbHBIX HCKaxeHuiD» [10].

Hcxons u3 3TOro, MOKHO CUUTATh, YTO BCTPAaUBAHHE
1IB3 B n300pakeHre MoBe4eT 3a co00i Hanboee 3Ha-
YUTEIbHOE W3MEHEHHE KOJIHMYECTBA IMUKCENT C MaKCH-
MaJbHBIM BECOM, BHE 3aBHCHUMOCTH OT 3HAUYCHWSI BEJIH-
yrHbl N B 1aHHOM Ojoke. Takum oOpa3om, BCTpauBa-
nue [IB3 pmomxHO moBieys 3a coboit  Hawmboiee
3HAYUTENIbHBIC M3MEHEHHUS B KOJHMYECTBE ITMKCEJIOB C
MaKCUMAaIIbHBIM U OJIN3KUM K MaKCHMAaJIbHOMY BECOM.

Janee, BBemeM clieylOlIUe KaTE€rOpuUU IHUKCEIOB
N300pasKeHMs:

1. «llukcen-kaHaMAAT» — MUKCEJ, UMCIOIIHMII Mak-
CUMaJIbHBIN BeC B JaHHOM Oyioke 3x 3, (3TOT mMUKCcenl
Oyner ¢ HamOOIBIICH BEPOATHOCTHIO HM3MEHEH IPH
BCTpaMBaHWN).

2. «Ilogo3peBaeMblil TUKCEM» — MUKCEN, UMEIOLINI
MaKCHUMAaITbHBIN BEC IPU YCIOBHU €r0 MHBEPTHPOBAHUS.
Takum 00pazoMm, UKCEN SABISIETCS TOI03PEBAEMBIM, €C-
JW TIpY WHBEPTUPOBAHNH OH MMEET MaKCHUMAJbHEII BecC



B Os10ke. JlaHHBIN TTMKCEN ¢ HAUOOJBIIEH BEPOSITHOCTHIO
y>Ke OBLT HCIIONIB30BaH sl BcTpanBanus L[B3, ecnm ta-
KOBOE ITPOU3BO/INIIOCE.

Ilycte N, u Nj, — o0liee KOJIMYeCTBO MUKCENIOB 3a-
JIAHHOT'O Beca X, MPUHA/IeKAIINX, COOTBETCTBEHHO, K 1
win 2 Kareropuu. PaccMOTpuM pacnpeseneHue Benu-
quHBl  (N;,-Nj) UI1  OpUTHHAIBHOTO H300pakeHHs
(puc. 10) um wu3o0paxeHust co BcrpoeHHbIM (B3
(puc. 11).

Hemoouguyuposannoe usodpasicenue

2500
% 400
=1 300
= 200

103 01 3 5 7 9 I 13]:[ HEA

-100 1] 15 17 19
-200
-300

6ec nukcend, x
Puc. 10. Pacnpeodenenue geauuunvi (N, -Nyy)
O/ OPUCUHATLHBIX U300PANCEHUT
s Uszobpasicenus co ecmpoennvim L[B3

21500
%1000
< 500

olod 33 7 S 3aMAAN

guTeEs TN TANT)
-500
-1000
-1500

6ec nukcenda, x

Puc. 11. Pacnpeoenenue éenuuunnl (Ny-Np,)
ona uzobpadicenuti co ecmpoennvim L{B3

U3 mpoBeieHHBIX BBIYUCIUTENbHBIX KCIIEPUMEHTOB
CJelyeT, YTO pachpejesieHue JaHHON BEJIUYUHBI J0 U
MOCJIe BCTPaMBAaHMsI 3HAUUTEIHHO Pa3INyualoTCs TOJBKO
JUTS 3HAYCHUH X, OJM3KUX K MAaKCUMaJIbHOMY M MUHH-
MaJBHOMY Becy. JJisi opuruHambHBIX U300paKeHUH STH
3HAYCHUSI MOTYT OBITH OICHEHBI. J[J11 MOTU(pUIIIPOBaH-
HBIX M300paXCHUH 3TH 3HAYEHUS 3HAUYMTEIFHO TIPEBHI-
IIAF0T COCETHHE U, COOTBETCTBEHHO, CYIIECTBEHHO TIpe-
BBIIIAIOT IIOCTPOCHHBIE OI[CHKH.

OnuiieM ajropuT™M CTAaTHCTUYECKOTO CTeroaHaln3a
JU1s1 OMHAPHBIX U300paKEeHUIA.

Ilar 1. PaccMoTpeTs pacmpesneseHne BEIUYUHBI
(N3N, tie Ny, u N, — o0liiee KOJIM4eCTBO COOTBET-
CTBYIOUIMX TIMKCENOB 3alaHHoro Beca. Illoctpouth
JuHeiHble  annpoKcUMaUH  (Now-Niy)aumpoxe BETUUMH
(N,-N;) METOIOM HaUMEHBIINX KBaJpaTOB, HA OCHOBE
4-5 3HaueHu#, Hampumep I xmax-7<x<xmax-2 W
Xmin+2>x>xmin+7, TOe Xmax — MaKCAMAaJbHBIA H
Xmin-MAHAMAIGHBIA BeCc MHKcena. Pesympratom OymyT
SIBIIATHCSI IBA YPaBHEHUS BHUA y=a~+bx

IIar 2. PaccMoTpeTh Be BBIOOPKH HE3aBHCHUMBIX
CITy49aifHBIX BEJIHYUH:

M BCJINIMHBL |(N2x'N1x)annp0Kc, - (NZX'NI.\:)|7 rae x
MPUHUMAET MUHUMAJIbHOE (X;=Xmax) U Mak-
CUMalbHOE 3HAYCHHE (X;=XmMin).

M BCJIMYMHBI |(N2X'N1x)annpw<c. - (NZX'NIX)|9 e x
MPUHUMAET 3HAYeHUs! X;=max-1 u x,=min+1,
Xs=max-2 1 xs=min+2.

IIar 3. OCHOBBIBasSICh Ha TPEATIONOKEHUH, YTO JIJIS
OpPHUTHHANBHBIX HW300paKEHHH PACCMOTPEHHbIE BBIOOP-
KU Oy/lyT UMETh OJMHAKOBOE MaTeMaTHYECKOE 0XKWja-
HHe, UCIIOJIb3YyeM t-KpUTepuil Yamda Jyist TPOBEPKH MPH
3aJJaHHOM 0. TUIIOTE€3bl O PAaBEHCTBE Mar. OXHIaHUM
JIByX HE3aBUCHMBIX BBEIOOPOK C HEH3BECTHBIM 3aKOHOM
pacripeneneHus.

Ilar 4. Ha ocHOBaHUU NIPOBEPKH JAaHHOU THIIOTE3BI
caenath BbIBOA o Hammuuu 1[B3 (MaTemarmueckue
OXKHIaHUSI BBIOOPOK HE paBHBI) WM €r0 OTCYTCTBUH
(MaTemaTHyecKHe OKUIAHUS PaBHBI).

2.4. Cmezoananu3s 015 ai2opummos 6Cmpaueanis
«U300PAdICEHUS 8 UB0OPAdNCCHUE)

I[Mpn anamm3e creraHorpaUIECKUX —AaJTOPUTMOB
NPUHATO TIOJNAaraTh, YTO BCTpamBaeMas HH(POPMAIHS
(I1B3) MoxeT OBITh C TOCTATOYHON TOYHOCTBHIO OITMCAaHA
MozeTbio «Oenoro mymay [8, 9]. [lanHOoe mpenmonoxe-
HUEe 000CHOBBIBAaETCS TeM (DaKTOM, UTO TIepeN BCTparBa-
Huem 1IB3 mpenBapuTenbHO MOIBEPraeTcs NEKOPPEIH-
pytoleMy npeoopa3oBaHHIo (Harpumep, MUPPOBAHHUIO).

HpI/IHLIl/IHI/IaJ'H)HO OTJIMYHBIM ABJISACTCA cnyqaﬁ, KO-
rja JieKoppenupyoliiee npeodpa3oBaHue HE HCIOJb3Y-
ercst u [IB3 BHeapsieTcs B m300pakeHue KOHTEHHEp 03
Kakux-m1u0o Momudukanmii. Hanbonee pacnpocrpanes-
HBIM ITOJXO0JIOM B JaHHOM CIIy4ae SBJISETCS BCTpaWBa-
HUE «U300paKeHHS B M300pa)KeHUE», TNIe B KAuecTBE
n3o00paxkerns-1{B3 mMoxkeTr BBICTYIaTh, K IIPUMEPY, JIO-
TOTUN WIH TOANWCH Biajensia. JlaHHBIH MOAXON K
BcTpanBaHuio [[B3 moapoOHO paccMOTpEH W peann3o-
BaH B [11]. CyTs ero 3axio4yaercss B 3aMEHE MIIAIINX
OUT M300paKEeHUI-KOHTEHHEPA CTApPIIUMU OUTaMU H30-
Opakenunsi-1|B3, uro obecrieurBaeT MUHUMAaJIBEHbBIE BU3Y-
aJIbHBIE HMCKKEHMsl M300pakeHus-KoHTeiiHepa. boiee
nozipoOHast cxeMa aJiropuT™Ma H300pakeHa Ha puc. 12.

H3o0pasicenue-konmetinep H3o006pasxcenue-1{B3

1110 0110 0011 1010
Yoanenue 4 H3b Cogue enpaso na 4 buma
1110 0000 0000 0011
Iobumosoe OR
1110 0011

Puc. 12. Cxema ecmpausanus
«U306pascenus 8 U300padsceHuey

MeToa CTaTUCTUYECKOTO aHaau3a «Iap 3HAYEHHI»,
onucaHHblil B [8], He MoxeT ObITh 3 dexTHBHO TpHMe-
HEH JUIsl CTeroaHain3a B JaHHOM Clly4ae, Tak KaK OCHO-
BaH MMEHHO Ha IPEIIOJIOKEHUH O «CIy4allHOCTH
BcTpauBaemoro 1[B3.

Hccnenyem 3¢ ¢eKTHBHOCTD pa3pabOTaHHBIX METO-
JIOB TIPUMEHHUTENILHO K aJTOPUTMY BCTPAWBAHUS «H30-
OpakeHus B m3o0paxxeHne». PaccmoTpum mpumep pac-
npeneneHus BeMuanHel Np 11t mumagmero (puc. 13) u
crapmero (puc. 14) OWTOBBIX CJOEB MOIYTOHOBBIX
(8 Oout/mHKCe) N300pasKECHHIA.
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Pacnpeoenenue NB, cmapuuii bum

Tabnuya 1. Pesynomamvl ananusa.

§ 3000 — Bunapuwvie uzobpasicenus
S 2500
\2 2000 1 O6bem | OOHapy:keHO, JloxkHBIE
0 0, 0
§ 1500 1 B3, % % cpadaTbiBaHus, %
§ 1000 B 50 96 4
S 500 —I’ —’— 25 84 8
) O ™1 2737475 6 7 89 10 50 k
memHbIx nukcenoe 6 onoxe (NB) Ta%ggami j) egiylzbl:zg;”b; ;Z’;”;f“
Puc. 13. Pacnpedenenue senuuunvt Ny cmapuiue > i
3Hauawue bumvl U306PaANCeHUs O0BeM O6napyskeno, JlosKHBIE
Pacnpeoenenue NB, maaowuii bum B3, % % cpabaTbiBanus,%
§ 2000 ——
S 50 92 8
& 1500 — 25 ]8 Q
Q
§ 1000 | 10 84 8
? 3axniouenue
§ 300 T T B pesynbraTe npoOBENEHHOrO HCCIENOBaHHs ObLIO
= 0 1 | MMOKA3aHO, YTO HCIOJIh30BAHUEC PacCMaTPHBAEMOIO Me-

0 1 2 3 4 5 6 7 8 9
memHbvLX nuxcenos 6 onoxe (NB)
Puc. 14. Pacnpedenenue senuuunvt Ny, mraouue
3Hauawjue Gumvl U300paiceHus
Kak yxe ObuTO OTMEueHO B pasnerne 2.2, pacmpese-
JICHWE BEJIMYUHBI Np JUIS MJIaJIIIEro OUTOBOTO CJIOS SIB-
nsiercst OJM3KMM K OMHOMHMAIBbHOMY pacIipeieeHHIo C
p=0,5, mpu yciosum, uro 0;oku Nz=0 u Nz=9 He y4u-
ThIBaOTCSA. [IpOBEACHHBIN BBIYMCIUTENBHBIN 3KCIIEPH-
MEHT TO3BOJISIET YTBEPKAATh, YTO AJISI CTAPIIETo OUTO-
BOTO CJIOSl TAKOE paclpenesieHne He Habmopaercs. M-
XOAs M3 3TOT0, MOXHO  IPEANOJIOXKUTb, YTO
pa3paboTaHHBINH METO]] CTETOAHATIN3A JJIS IOy TOHOBBIX
n300pakeHU NPUMEHUM U JJIsi OOHApy>KeHUs] BCTpau-
BaHMS «U300paKEHUsI B M300paKEHHEY.

3. Pe3ynbmamut IKCnEPUMEHMATILHBIX UCCIE006AHUTL

st uccnenoBanust 3 GeKTHBHOCTH pa3pabOTaHHBIX
ITOPUTMOB OBUI IPOBEAEH CIEAYIOIINI SKCTIEPUMEHT.

1. IlsaTpaecsaT HM300pa)keHUH KaXIOro W3 KIacCOB
(OuHapHBIe W MOJYTOHOBBIE) OBUIM NPHUBEACHBI K pa3-
pemenuro 640*480 mukcenos.

2. JInst kaxJgoro M3 KIIACCOB CIyYalHBIM 00pa3oM
ObuTH BBIOpaHBI IO 25 M300pakeHUH, B KOTOpPbIE ObLIH
BHenpeHs! 1IB3 3ananHoro oonema.

3. N3o0paxennss KaKIOro Kiacca oOpadaThIBaIHCh
C IIOMOIIBIO OIHMCAHHBIX AITOPUTMOB. I Kakmoro
n300pakeHrnss OBLT MOJYYECH JETePMHUHUPOBAHHBIA pe-
3ynbrar «Hannure [[B3/orcyrerBue LIB3».

4. JIns KaKIOro W3 KIAcCOB HM300pakeHHUH ObLIO
MOJICYMTAHO KOJMYECTBO OmMOOK 1 Tuma (mpormyiieH-
Hoe u3o0Opaxenue ¢ [{B3) u 2 tumna (J0XHO ONO3HAHHOE
n3obpaxenue 6e3 11B3).

I[aHH])Ie onepannuu OBLIIM HE3aBHUCHUMO TMMOBTOPCHBLI
i 1IB3, BcrpoenHoro B 50%, 25% u 10% O6mokoB
n300pakeHus (COOTBETCTBEHHO, 00beM [[B3 ObLT paBeH
50%, 25% n 10% ot makcumanbHOro). beutn mosmy4yens
CIIEYIOIINE PE3YIBTATHI (CM. TAOIIUIIHI).
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TOJa cTeraHorpauy BHOCUT XapaKTepPHBIC MCKaKEHUS
B CTaTUCTUYCCKHUE XAPaKTEPUCTHKH HECYIIEro u300pa-
KCHHUA U, CICI0BATCIIBHO, (l)aKT MPUMCHCHUA JaHHOI'O
METOJia MOXKET OBITh OOHapyXeH CpeJCTBaMH CTaTH-
CTHYECKOTO CTeroaHanu3a. Ha OCHOBE MOIYYEHHBIX
AKCICPUMCHTAIBHBIX JaHHBIX OBLIO BBIIBUHYTO IIPEI-
MOJIOXKEHHE O XapaKTepe paclpeesieHus] BENHInH Np U
(N3-Nj,), 9TO MO3BOJMIO CO3JIaTh METOJ| CTeroaHan3a
JUIS paccMaTpUBAEMOTo Kiacca M300paKeHHH, UCTIONb-
3ysl CTaHAAPTHBIN t-KpuTepuil ¥Yairya.

[Tomy4yeHHbIE KCTIEPUMEHTABHBIE PE3yNbTAaThl I10-
3BOJISIFOT CeaTh BeIBOA 00 3ddexkruBHOCTH pa3pabo-
TAHHOTO METOJIa CTeroaHajim3a Ipu oobeMe BeTpauBae-
moro 1[B3 6onee 10% OT MakCHMaJbHO BO3MOXKHOTO.
Kpome TOro, maHHbIi MeTOJ MOXET OBITh NpPUMEHEH
JUIS CTETOaHANIM3a BCEro KJilacca CTeraHorpadpuyecKux
JITOPUTMOB, HCHOJB3YONUX NPU BCTPAUBAHUU KPHTE-
pUil BU3YJILHOTO Ka4eCcTBa H300paKCHUH.

CrnemoBaTenbHO, MOJKHO CHENaTh BEIBOJ O TOM, YTO
KJIacc anropuTMoB BcTpamBaHus L1[B3, mcmonb3yrommx
KOHTPOJIb BU3YaJIbHOT'O Ka4ecTBa, HE MOXET OBITh IpH-
3HaH HAJEKHBIM C TOYKU 3PEHUsI cTeraHorpaduueckoit
CTOMKOCTH.
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Abstract

The steganographic stability of “digital watermarks” embedment algorithms using the
control of visual image quality have been analyzed. Modified algorithms for the statistical
steganalysis for the cases of binary and grayscale images have been developed. The
effectiveness of the developed algorithms has been investigated.
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